Documentation for ADLogonHours
ADLogonHours is a program to document and set the logon hours of Active Directory or Windows users in bulk. The logon hours specify the hours of the week when the user is allowed to logon.

In the "Active Directory Users and Computers" MMC (ADUC) you can view the logon hours specified for a user by clicking the "Logon Hours..." button on the "Account" tab of the user properties dialog. A grid shows which hours of the week the user is allowed to logon to the domain. The interface can be used to change the allowed hours. You can use the ADUC interface to manage the logon hours for domain users, but the task becomes tedious if you have many users. It is impractical if you have thousands of users. Similarily, you can use the "net user" command line tool, with the "/times" switch, to manage the login hours of local users. Again, if you have many users this is not convenient. ADLogonHours uses spreadsheets or comma delimited files to manage the logon hours for users in bulk. The program can document the logon hours for users to either a Microsoft Excel spreadsheet or a comma delimited (*.csv) file. The exact same file formats can be used to assign logon hours for users in bulk with ADLogonHours.

The Microsoft Excel spreadsheet format used by ADLogonHours documents each user in 8 rows, starting at the third row. There is a blank row between users. Because Excel 2003 (and earlier versions) is limited to 65,536 rows, this means that up to 7,281 users can be handled in an Excel 2003 spreadsheet. Excel 2007 is limited to 1,048,576 rows, so this version can handle up to 116,508 users. ADLogonHours documents one user per line in a comma delimited (*.csv) file. Only disk space and memory limit how many users can be handled in a comma delimited file.
When you run ADLogonHours you are prompted for one of two options, to either "Document Logon Hours" or "Set Logon Hours". You also select from the two file formats, "Excel Spreadsheet" or "CSV File (Comma Delimited)". You then must enter the path and name of a file. If you selected "Document Logon Hours" this will be the file that is created by the program. If you selected "Set Logon Hours" this is the input file that specifies the users and the logon hours they are to be assigned. If you selected "Excel Spreadsheet" the file should have either an *.xls or *.xlsx extension. Microsoft Excel must be installed on the computer for this option. If you selected "CSV File (Comma Delimited)" the file should have either a *.csv or *.txt extension. You can click the "Browse..." button and browse to a file or folder.

To document the logon hours for selected users, select the "Document Logon Hours" option. Select either "Excel Spreadsheet" or "CSV File (Comma Delimited)". Enter the path and name of the file to be created. If you click the "Browse..." button you can navigate to and select a folder, but you must enter the trialing "\" and file name manually. Then click the "Next" button. The program displays your local computer and the Active Directory domain tree you have authenticated to (if any) as nodes in a tree view. One node represents the local computer. Since the local SAM account database is a flat namespace there is only one container for the local computer. If you click the "Add Computer" button you are prompted for the NetBIOS name of a computer. This allows you to document the local user accounts in a remote computer accessible in your network.

The node representing your Active Directory tree can be expanded by clicking on the plus symbol next to the root domain. The Active Directory hierarchy of domains, containers, and organizational units is represented in the tree structure. You can select any nodes you want documented by clicking the box next to the node. If you click the "Include Sub Nodes of Checked Nodes" button, any checked nodes will have all child nodes checked. If you click the "Clear All Nodes" button all nodes are unchecked. For example, if you click a domain node and then click the "Include Sub Nodes of Checked Nodes" button, all containers and organizational units in the domain will be selected. This will document the logon hours for all users in the domain. The total number of user accounts in the nodes checked is indicated on the form. If you click the "Add Domain" button you are prompted for the distinguished name of a domain (you could also supply the Distinguished Name of an organizational unit or container). This allows you to document the users in a domain in another Active Directory tree (assuming the domain is trusted). When you have selected all the nodes you want documented, click the "Document Users in Checked Nodes" button. A progress bar indicates how many users out of the total selected have been documented. The spreadsheet or comma delimited file is created in the location you specified.

To set the logon hours for selected users you must prepare either an Excel spreadsheet or comma delimited file in the proper format. A good strategy is to first document the users, then modify the spreadsheet or comma delimited file so only the users to be modified remain and edit the hours as appropriate. The file should only contain users that need to have their logon hours changed. Microsoft Excel can be used to create or modify a comma delimited file. Run ADLogonHours and select "Set Logon Hours" and the correct file format. Then enter the path and name of your input file. You can use the "Browse..." button to navigate to the file. When you click the "Next" button the program determines how many users are specified in the input file and asks you to confirm that you want to set the logon hours for this many users. If you click "Yes" the program sets the logon hours as you specified. A progress bar indicates progress. At completion a message indicates how many users were updated out of the total specified in the input file. A detailed log file is written in the folder with the ADLogonHours program. The name of the log file is ADLogonHours.log. This log file indicates each user whose logon hours have been set. If there were any errors, these are indicated in the log file. All error messages start with the string "###" so you can search for errors. You can view the log from the main ADLogonHours screen. After setting logon hours, click the "Back" button to return to the main screen. On the main screen click the "About" button to view version information about ADLogonHours. On this screen you can click the "View Log" button to view the ADLogonHours.log file in notepad. The last entry will be at the bottom of the file.
In both the spreadsheet and comma delimited file formats, the allowed logon hours are represented by seven strings of 24 binary values, one string for each day of the week. Each string consists of 24 values for the 24 hours in a day. The first value represents the hour from midnight until 1:00 am, the last value represents the hour from 11:00 pm until midnight. All times are in the time zone of the local computer. A value of "0" means the user is not allowed to logon during that hour. A value of "1" means the user is allowed to logon during the hour. All spaces in the strings are ignored. In addition, the following possible delimiters separating the hours are ignored: the dash "-", the period ".", the comma ",", the forward slash "/", and the back slash "\". Using delimiters makes the values easier to read. When the program documents logon hours, the values are grouped in threes with spaces between for legibility. For example, the following string means the user is allowed to logon from 7:00 am until 6:00 pm on the corresponding day of the week:
000 000 011 111 111 111 000 000

For clarity, when ADLogonHours documents to a spreadsheet, a header line indicates the hours of the day. For example, the logon hours for a user could be documented as follows:

	Common Name
	Jim Smith
	Logon Hours
	M-3 3-6 6-9 9-N N-3 3-6 6-9 9-M

	Pre-Windows 2000 Logon Name
	JSmith
	Sunday
	000 000 000 000 000 000 000 000

	Organizational Unit or Container
	ou=Sales,ou=West
	Monday
	000 000 011 111 111 111 000 000

	Domain
	dc=MyDomain,dc=com
	Tuesday
	000 000 011 111 111 111 000 000

	
	
	Wednesday
	000 000 011 111 111 111 000 000

	
	
	Thursday
	000 000 000 000 000 001 111 100

	
	
	Friday
	000 000 011 111 111 111 000 000

	
	
	Saturday
	000 000 001 111 111 000 000 000


A similar format is used for the comma delimited file, except that the logon hours for a user are documented on one line. The same user would be documented in a comma delimited file as follows:

"Jim Smith","ou=Sales,ou=West","dc=MyDomain,dc=com","000 000 000 000 000 000 000 000","000 000 011 111 111 111 000 000","000 000 011 111 111 111 000 000","000 000 011 111 111 111 000 000","000 000 000 000 000 001 111 100","000 000 011 111 111 111 000 000","000 000 001 111 111 000 000 000"
The above line wrapped, but is one line in the comma delimited file. In either the spreadsheet or comma delimited format, if the "Organizational Unit or Container" name matches the "Domain" name, the user is assumed to be a local user in the computer whose NetBIOS name is the container name. Otherwise, the user is assumed to be a domain user.
The logon hours are converted to the time zone of the local computer where ADLogonHours is run. Make sure the time zone setting of the local computer is correct. If some users are commonly in other time zones you must take this into account. For example, if users in Sydney, Australia, are allowed to logon from 6:00 am until 5:00 pm Monday through Friday local time, ADUC on a computer in the Sydney time zone will show the logon hours as follows:
    M-3 3-6 6-9 9-N N-3 3-6 6-9 9-M

Sun 000 000 000 000 000 000 000 000

Mon 000 000 111 111 111 110 000 000

Tue 000 000 111 111 111 110 000 000

Wed 000 000 111 111 111 110 000 000

Thu 000 000 111 111 111 110 000 000

Fri 000 000 111 111 111 110 000 000

Sat 000 000 000 000 000 000 000 000

The Syndey time zone is GMT+10, which is 10 hours East of the prime meridian. If you run ADLogonHours on a computer in Chicago, where the time zone is GMT-6, the hours will be shifted by 16 hours as follows:

    M-3 3-6 6-9 9-N N-3 3-6 6-9 9-M

Sun 000 000 000 000 001 111 111 111
Mon 111 100 000 000 001 111 111 111
Tue 111 100 000 000 001 111 111 111
Wed 111 100 000 000 001 111 111 111
Thu 111 100 000 000 001 111 111 111
Fri 111 100 000 000 000 000 000 000
Sat 000 000 000 000 000 000 000 000
Notice that Sunday at 2:00 pm in Chicago is 6:00 am Monday in Sydney.

The file SampleLogonHours.xls is an Excel spreadsheet showing the correct format for ADLogonHours. Four domain users and one local user are documented. You can tell that the last user is a local user because the "Organizational Unit or Container" field and the "Domain" field have the same value. The file SampleLogonHours.csv has the same information but in the correct comma delimited format. This file was created by Excel, so only fields with embedded commas are in quotes. This file could also have all fields in quotes. ADLogonHours can handle either version correctly. If you read the file in Excel both versions would appear to be the same.

The minimum requirements for the Excel spreadsheet are as follow:

1. The first row for each user must have the string "Common Name" in the first column of the spreadsheet. This string is not case sensitive.

2. Values are required in the second column for "Common Name", "Organizational Unit or Container", and "Domain". The labels for these values in the first column are not required, except "Common Name".
3. For domain users the "Organizational Unit or Container" and "Domain" fields must include the domain component monikers, such as "ou=" or "dc=". The "Common Name" must not have the "cn=" moniker.
4. There must be 7 binary strings in the fourth column, starting at the row after the "Common Name" field.

5. Each of the 7 binary strings must have 24 "0" and/or "1" values. Any delimiter characters are ignored (space, comma, period, dash, forward slash, backward slash).
6. If the user is a local user, the "Organizational Unit or Container" and "Domain" will both be the NetBIOS name of the computer. The "Common Name" will be the NT name of the user.
7. The information for each user requires 8 lines. There can be from zero to 7 blank lines before the next user starts with the string "Common Name" in the first column.

For example, these 8 lines could specify the logon hours for a domain user:

	Common Name
	Jim Smith
	
	

	
	
	
	000-000-000-000-000-000-000-000

	
	ou=Sales,ou=West
	
	000,000,011,111,111,111,000,000

	
	dc=MyDomain,dc=com
	
	000.000.011.111.111.111.000.000

	
	
	
	000/000/011/111/111/111/000/000

	
	
	
	000\000\000\000\000\001\111\100

	
	
	
	000000011111111111000000

	
	
	
	000000 001111 111000 000000


For comma delimited files:

1. There is one line per user. Blank lines are ignored.
2. Each line must have 10 fields, delimited by commas.
3. If any of the fields has values with commas, the value must be enclosed in quotes.

4. It is permissible for all values to be enclosed in quotes.

5. The first 3 fields in each line are the "Common Name", "Organizational Unit or Container", and "Domain".

6. If the user is a local user, the values of "Organizational Unit or Container" and "Domain" must both match the NetBIOS name of the computer.
7. The last 7 fields in each line are binary strings of 24 "0" and/or "1" values, representing Sunday through Saturday. Any delimiter characters are ignored (space, comma, period, dash, forward slash, backward slash).
8. The first line of the file can be an optional header line. If a header line is used, the first field in the header line must be the string "Name", which is not case sensitive.
